A ) il AN Jga LELALY gatia
A yuaal) Cilay Hlal dula) 38N A<

KK

Jaal) asug (2l
4 gilal) Asila glaal) B 3 ) giSa
claY) g i gaasl) dudia & jlaa
AUl Jand) 3039 (o8 A IR Ala glaall S a (Ao i pdial) (ol

OAall) gaila b S8

AN ldanal) pe citha) B g aiia 5 3

g ASlY) LBl L) gall  ally  Jdgall auhall o
A 9 YY) dlalail] g i A1) g

Gkl g i i) g JLSBY) Jul B g e o

@ oedlly Jslally clBgrally Jslially cilalad) aaad e
) J gl

ABEE 350 g A ) il ) Joa (8 l) HS B gl e

Lglay 5 5 Al glaall
QMJMU

21/12/2012



uﬂ\lm (g diia 3JS§

Gsially il il Aalll cpeddival) )] ol i) o
(@l gall can (il AN ASpd ) zalsd 3a) agd Aalial
el gl aladia) cclaglrall e A gAY il gpuall
(- Ao SN B ladll Jlaa (@ cllghal) dlaa (A g <Y

Aaladl) A jlaall g 4y 23 & gl A A3 I o gualll LA

Ol g A sl il HEAL Ao (saliad) anani! ) o
Jotad) da gil duih o) e yil) Cp alaad¥) g o L

A puaed) cilag patl) Jea oSl clald ) Ad8lia AuilKa) o
ssad) O a

19 RS ) gSu) a8 ga

cyberlegislation.escwa.org.lb
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Username *

Cyber legislation and regulation for e-government services
ESCWA participated in the 2nd GCC e-Government Award and
Conference that was held in Kuwait from 13 to 15 Novemnber

Password * 2011. Dr, Mibal Idlebi headed the Conference’s first session

Create new account
Request new password

addition to Dr. Wassim Harb — a renowned experts in the cyber
legisiation domain and ESCWA's consuftant on the subject.

During the sassion, participants highlighted the importance of

% gt islation for disseminating e-government services in the
region, building trust in the use of the cyber space, and facin Hegal and ilicit use of applications and software. Participants
focused on the need to implement awareness campaians and build capacities in the formulstion of cyber legisiation. They

o zddressed the ragion’ ne=d for considerable effort to compiste the yber legilation packege for regubting the cyber
Spoce and the nead 1 S5tabin the SpPrOBIAte AGMINECIAtVa Sorucruras Far mplementing those regustons.

ESCWA's activities in the cyber Ieglsiatmn domain were Dresented \rv(ludw’vg its current project "Regional Harmnmsat\un of
ber Legmtatmn ‘to Promote the Knowledge Society in the Arab World”. The project’s most important deliverable s 2 se et
ESCWA Cyber Legislation Directives that help the Amb cuunme; develup or enhance their national cyber tz\..l; ot

activities within the project incdude training and awareness workshops on applying the Directives on the national level the

provision of advisory services to member countries including GCC countries, and developing an online portal and wirtual
twork of experts on cyber legislation.

Further information on this event is available at:

atan.kuwait.tt

v-algabas.com.kw

v aldaronine.com

v.kuna.net.kw

A st ization to promote an enabling environment for
Arabic e-services
This study focuses on the diverse standards used in developing e-services. It
) mentioning the importance of e-services, and th standards in
futsmesn L gt shas dac bt increzsing s adoption. Then, I iets the man standard Develumng
Organizations. Standards for specifying e-services are first described, especially
hose reloted to web service development, deta encoding and exchan nge,
slectonic data nterchangs, and web service routing anc addressing. Ths stud
2ls0 descriogs tha main e-service securfy standards, mai standard Fameworks
sed for e-Business and e-Commerce applications.

The study provides an overview of frameworks needed for building government
e-services and describes the interoperabiity standards. It briefly describes case
studies from developed countries, such as UK, Australa, and Germany, and from
the ESCWA region, such as KSA and Syra. The study concludes on a propased
Framework, Sming to develop s-servicas 1 Arsb countres.

Click here to download the publication.
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lllegal access to computer system or hindering of its
functioning

Child pornography JWliL dalatial) Laly) 3 gal)
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Cyber forensics, electronic proofs and international
cooperation

) alally dBlaiall 4y oed) A8 g g il g JLiaY) adl s>
Computer related fraud, forgery and identity theft

Atla glaall UL £ g sl 5 gaall ol Jyandl) i al i)

lllegal interception, alteration and suppression of
computer data

21/12/2012



Sllgtcal) dilaa g Aud g 5KV 5 ladil) 5 (ALY oails

Electronic commerce and consumer protection
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The legal recognition of electronic contracts
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Alternative dispute resolution- Earbitration
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Spam
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The modalities of the offers and the obligations
of the merchants
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Electronic transactions and electronic signatures
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The use of electronic signature in the public sector
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Ebanking- transfers and credit cards
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Electronic certification and the obligations of service

providers
addal) g culyisl) A g sty a8l g3l

The electronic signatures- techniques and encryption
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Electronic Communications and liberty of expression
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Taping/intercepting private communications and its
restrictions
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Anonymity on Internet and the responsibility of the author
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The responsibility of the ISP and Host about the content of
the website

bl gall aa -elld o a5l g e AN Al e cilaglaall S
Publishing information on internet and restrictions- hiding
sites

lomadl Jlaal) B 4 sdll Aslall gela o EAI (suila
Intellectual property rights in the cyberspace
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Granting domain names and legal protection -
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Conditions of legal protection of databases °
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lllegal copying of computer programs and ways
to prevent that
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Treatment and protection of personal data
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Treatment of personal data and protection of -
privacy
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The state control over treatments of personal data °
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The rights of the person whose personal data is
treated

>
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N = E :
un-esewa INfOrmation Society Portal'for the ESCWA Region
Home ‘ About Us | 1S Profiles ‘ Regional Action Plans | Focus area | Information Library | Forum ‘ Directory ‘ Meetings

Home » Forums

_ Forums

Log in to post new content in the forum.

Password * Topic | esogodl Posts | a5l Last post | &5l ,>1

Create new account - Cybercrimes E mederstor 3 weeks 1day
Request new password il passaall 513l
- Electronic commerce 4 4 By moderstor 3 weeks 1day
and consumer ag0
protection

Bylo5g Auigy UVl &yl
gz sl

Electronic 4 4 By mederstor 3 weeks 1day
“~I  fransactions and ago
electronic signatures
Eublgally auiguSIYl CAlol=al|
Aaig syl
) Electronic 5 6 By moderstor 1 week 21
hot 00

communications and
liberty of expression

pramill Apg Auig Y] CAILAY

Intellectual proj 3 3 By moderator 3 weeks 23
~ rights in theﬂ b hours ago
qrberspace

| 8 &sp<all &lloll Bgas
s Sy fataglaal

Treatment and 3 5 By moderstor 1 week 21

I protection of personal hours ago
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Home # Forums » Cybercrimes

Cybercrimes

Usermame * to post new content in the forum.
Topic | egogall Replies | 233,01 Last reply | 3, 1

Password *

«® Illegal access to a 0 nfa

cpmpt[ter _stem or
Create new account ?d';ggg:%g its
Request new password By moderator 3 weeks 1 day ago
Login o

Child pornograph 0 nfa

- By mudErabur 3 ereeﬂ lydav ago

Cyber forensics, 0 n/a
~ electronic proofs and

internationai cooperation

By moderator 3 weeks 1 day ago

L/ Computer related fraud, 0 n/a
forgery and identity theft
By moderator 2 weeks 1 day ago

llegal interception, 0 nfa
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Home | About Us ‘ 1S Profiles | Regional Action Plans | Focus area | Information Library ‘ Forum | Directory | Meetings

Home » Farums » Cybercrimes » Ilegal access to a computer system or hindering of its functioning
Illegal access to a computer system or hindering of its
Usemarme = functioning

Published by modsrstor on Thu, 11/22/2012 - 14:12

Password * . : - R
il s o (ol consls pllac) g3y inll sus Jgsall

Create new account

Request new password Your name

| |
Subject
Comment *

2012 ® |gS ol - Albgazeo Bgad| gio>
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Home ‘ About Us ‘ IS Profiles | Regional Action Plans ‘ Focus area ‘ Information Library ‘ Forum | Directory ‘ Meetings

Home » Forums » Treatment and protection of personal data » Treatment of personal data and protection of privacy

Treatment of personal data and protection of privacy
Username *
bt Published by mederstor on Thu, 11/22/2012 - 20:37

338l Aeogas Glozs satddl gillall Sl Ll Axdlee

Passuord ® Add new comment

Relevant legislation in the French-speaking arab countries

F.LECLERCQ - Tue, 12/04/2012 - 17:27

Morocco and Tunisiz adopted a legislation on personal data and privacy protection in the Arab region between 2004 and 2009.

Laws inspired by international standards, particulerly European standards (European directive and Council of Europe Convention

108) - some enhancements are necessary to completely fit with the European standards : reforms in progress, on the demand

of national authorites National laws are available on www.afapdp.org (in french only). Other known inttiatives on data
protection: Lebanon, Mauritania Mational authorities instalation stil in progress with two main obstacles : lack of understanding
of the aim of the law and of the mission of the authority and reluctance to trust national authorities (its independance from
the government) and clsim individual rights. Data protection authorities (DPA) set up with the support of older French-
speaking authorites (French CMIL, mainly) and institutional partners (Organisation internationale de & Francophonie and
European Commission). Needs: support from other authorites and institutions in the region; harmonization at the regional level;
pramate data protection in ather countries; al-out effart At stake: protection of individual rights in a digital warld, support to
digital economy by providing 3 secure legal frame, protect intra-region and international flows of data

Shauld we trust independent national authorities?

moderstor - Thu, 12/08/2012 - 22:40

It depends on the members chosen for the national authority and the its legal regime to ensure the independence, impartiality
and credibility.

Your name

Subject

Create new account
Request new password
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A forum topic starts a new discussion thread within a forum.

G2 entry

A G2 entry is a term (usual sense, not drupal sense) for which a definition and various additional information is provided, notably at the editorial level
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edit delete
moderator
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Anenymity on internet and the responsibility of the author .
edit delete

moderator

Human Rights and the Internet in Middle East
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edit  delete privacy
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moderator
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More
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Treatment of personal data and protection of privacy

View Edit Referers Log

Published by moderstor on Thu, 11/22/2012- 20:37
3all doga> &lowy saseaddl Rollall I3 Uil &xllae

Add new comment

Relevant legislation in the French-speaking arab countries

ELECLERCQ - Tue, 12/04/2012- 17:27

Morocco and Tunisa adopted a legisiation on personal data and privacy pratection in the Arab region between 2004 and 2009.
Laws inspired by international standards, particulerly European standards (European directive and Council of Europe Convention
108) - some enhancements are necessary to completely fit with the European standards : reforms in progress, on the demand
of national authortes National lws are avalable on www.afapdp.org (in french only). Other known intiatives on data
protection: Lebanon, Maurtani National authorities instalation stil in progress with two main obstacles : lack of understanding
of the aim of the law and of the mission of the autherity and reluctance to trust national authorities (its independance from
the government) and clim individual rights. Data protection authorities (DPA) set up with the support of older French-
speaking authorites (French CNIL, maink) and institutional partners (Organisation intemationale de & Francophonie and
European Commission). Needs: suppart from other authorites and institutions in the region; harmonization at the regional level;
promote data protection in other countries; allout effort At stake: protection of individual rights in 3 digital world, support to
digital economy by providing 2 secure legal frame, protect intra-region and nternational flows of data

delete edt reply

Should we trust independent national authorities?
rstor - Thy, 12/06/2012 - 22:40

It depends on the members chosen for the national authority and the its legal regime to ensure the ndependence, impartialty
and credbility.

delete edit reply
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