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ITU- Arab Regional Cyber Security Center
Cooperate Presentation
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-\iQ World Summit

on the Information Society

C5. Building confidence and
security in the use of ICTs
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Cyber Security Summit ITU — ARAB REGIONAL CYBERSECURITY CENTER
Objectives
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Information Technology Authority (ITA) and
International Telecommunications Union (ITU)
established ITU-Arab Regional Cybersecurity Center
(ARCC) with a vision of creating a safer and
cooperative cybersecurity environment in the Arab
Region.

ITU-ARCC is acting as ITU’s cybersecurity hub in the
QCC@ region localizing and coordinating cybersecurity
initiatives.



Launch of ITU-Arab Regional
Cybersecurity Center- 2013
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the Global cybersecurity agenda is a UN backed framework to
enhance confidence and security in the information society.
ITU-ARCC To work with the states of Arab Region in development
and improving cybersecurity through the development and
enhancement of GCA pillars.

Capacity Intarnational Legal Organizational Technical
Building Cooperation Measures Structures Procedures
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Cybersecurity
Strategy and
Governance

® National Cybersecurity Strategy

u Critical National Information
Infrastructure Protection

m National Public Key Infrastructure
#Child Online Protection Framework

Cybersecurit
Assurance
Compliance

u ISMS Implementation
® ISMS Gap Analysis
8 Cybersecurity assessment

Technical
Services and
Information

aring

B Threats and Notifications Alert
Service (TNAS).

Computer

Incident
Response

B CIRT Assessment
® CIRT Implementation
® CIRT Gap Analysis

Cybersecurity
Capacity

uilding

® Specialized Training

® Workshops, Conferences, Seminars
® Cybersecurity Scholarships

# High level briefing and awareness
® Exercises and Competitions

® Cyber drills




Workshops & Seminars

- Mauritania
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* Egypt

—
« Oman =
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* Yemen
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- Tanzania g

1350

Approx. Participants




Conferences & Exhibitions

. Oman [ 3000
. UAE = Approx. Attended and visited

e Thailand —




Cyber Assessments

100

Approx. participated

e Palestine =
* Jordan =
« Comoros A




Trainings

2
- Djibouti =l
* Oman E

428

Approx. Attendees

e Tunis

2
* Mauritania
* Oman E




Exercises & Competitions

1052

Approx. participants

* Bahrain

5
. Oman i
. Tanzaniam
« Qatar |

Egypt —




Cyber Strategies & frameworks

COP Portal
www.cop,gov om

COP Portal
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Scholarships

- Djibouti [~
» Morocco [l « EC-Council |

* SANS
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High Level Meetings




=13 R ARCC Achievements

8 5 Events, projects, and Initiatives

Conferences Exercises &

Workshops ) i C titi
& Seminars W Eyribions Assessmentsll 17ainings ompsenon

High Level
Strategies 8 Meetings




?CC Partnership Program
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« Awareness sessions

« Trainings

* TNAS services

« Attending annual Events

» Cybersecurity Assessments

=

* Professional member
» Attending annual Events | =k Partnership
- Speaking opportunities FIEE

during events

@

Academia

 Strategic partners

Industry * Joint Events _
Companies « Shared Projects services
* Annual Sponsors

Awareness sessions
Trainings

TNAS services
Attending annual Events

18



RCE

ol el oo ladhoare )l 5 all

ITU - ARAE REGIONAL CYBERSECURITY CENTER

ecurity Together

UNIDIR

UMITED NATIONS INSTITUTE
FOR DISARMAMENT RESEARCH

International Cooperation

United in promoting cyber security in Africa

CHATHAM
HOUSE

The Roval Institute of
International Affairs

OIC-CE
~ Computer Emergency Response Team >
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?CC Main Planned Projects in Pipeline for Arab Region 2018
‘ Regional CTF
‘ CIRT Implementation Palestine

’ ITU-T SG 17 ARB 2" & ACCT Meetings

‘ Regional Cybersecurity Summit

‘ CIRT Implementation for LDC

10 Planned Trainings for Arab Countries

20
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Thank You



