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13. Canada
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%5

4. Britain
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Cybercrime: Top 20 Countries
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Telecommunications fraud
Sabotage of data’metworks
Financial fraud

Swatemn penetration — outzider
Theft of hand-held computers
Website defacament
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TOCH

CHPAHS

Cenial of service attack
Laptog theft
Virussssormainofn infaction

G0 0 100
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Internet users per 100 inhabitants, 2010*

Global numbers of Internet users,
total and per 100 inhabitants, 2000-2010*

BN Estimated Internet users (in millions)

=#=|nternet users per 100 inhabitants

Internet users (millions)
Per 100 inhabitants

55.0
46.0
30.0
24.9
219
I I 9'6
l 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Europe The Americas CIS** World Arab States  Asia & Pacific Africa

* Estimate
** Commonwealth of Independent States
Source: ITU World Telecommunication /ICT Indicators database
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- Uniform Rules of conduct for Interchange of Trade Data by Teletransmission
(UNCID) http://www.unece.org/trade/untdid/texts/d220 d.htm

- FEDMA Code on E-commerce & Interactive marketing, Federation of European

Direct Marketing, 5 September 2000

http://www.fedma.org/getfile.php/342989.1014.xdpffdbpwd/Code of conduct
for_e-commerce.pdf

- APTICE Code of Practice for e-commerce and e-government, 2001. Spain.
http://www.agace.org/en/pdfs/AGACE code of practice.pdf

- Canadian Code of Practice for Consumer Protection In Electronic Commerce,
http://www.cmcweb.ca/eic/site/cmc-cmc.nsf/eng/fe00072.html

The Australian Guidelines for Electronic Commerce , Commonwealth of
Australia 2006

http://www.treasury.qgov.au/documents/1083/PDF/australian gquidelines for e
lectronic commerce.pdf

- Collective Agreement between the Business Practices & Consumer Protection
Authority (The "Employer") and the B.C. Government and Service Employees'
Union (BCGEU), Effective from April 1, 2006 to March 31, 2010
http://www.bcgeu.ca/files/Business Practices 2006 2010.pdf
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- |CC International Court of Arbitration,
http://www.iccwbo.org/court/arbitration/

- AAA American Arbitration Association, Disputes Alternatives
Resolutions http://www.adr.org/

- Cyber tribunal |, http://www.cybertribunal.org

- WIPO Arbitration and Mediation Center,
http://www.wipo.int/amc/en/index.html

- GCC commercial Arbitration Center, http://www.gcac.biz
WWW.auica.com ¢ sl aSaill o =l alasyl-
http://www.arado.org.eg/ «u =l aSaill 48 o~




(2215) (A A - alad) JAal)

:@\M\ e-‘\b@l\ Z\Aél&g Gl Bas e &l gl

2l ad) 23l jal) As8lSa S e (aza-

- Computer Crime & Intellectual Property Section United States Department
of Justice

http://www.justice.gov/criminal/cybercrime/reporting.htm
- Internet Crime Complaint Center (IC3)
http://www.ic3.gov/default.aspx

- Department of Defence-United States of America Cyber Crime Center,
http://www.dc3.mil/

- Computer Crime Task Forces — USA,
http://www.ccmostwanted.com/CP/LEccuUS.htm

- Computer Crime Task Forces — Global,
http://www.ccmostwanted.com/CP/LEccuGL.htm

Cu Sl g deluall o5 laill 3 ) 5l alil) ) sa¥) Jose dnlSa (iiSa a8 ga-
http://www.mlco0.0rg




