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Middle East Strategy Working Group (MESWG): A Community Driven
Approach

Arab IGF Il Workshop Report
Algiers, Algeria
October 1-3, 2013

The workshop took place on day Il of the event. The purpose of the workshop was to aware
people of the strategy in an attempt to bring onboard more players; whether as new blood to the
working group, or as parties interested in hosting one or more activities of the working group. The
workshop attracted a large number of audience as it was held in the main hall of the meeting venue.

The workshop was moderated by Fahd Batayneh *, and the discussion panel consisted of the
following panelists in alphabetical order (last name):

e Qusai AlShatti >— Government of Kuwait + Kuwaiti Information technology Society (KITS)
(Government + Civil Society)

e Ayman EIShirbeny — UN-ESCWA (IGO)

e Baher Esmat — ICANN

e Sarmad Hussein — Al-Khawarizmi Institute of Computer Science (KICS) (Academia and
Technical Community)

The moderator started the session by briefing the audience about the workshop, the
purpose of the workshop, and finally introduced the panelists to the audience.

The workshop started with Mr. Baher Esmat from ICANN who briefed the audience about
ICANN’s strategy in the Middle East. He mentioned that a working group was formed late 2012 to
develop and then implement a strategy for the domain name industry in the Middle East. The
working group consists of 22 members from 11 countries. The strategy covers the 22 Arab states, as
well as Iran, Afghanistan, and Pakistan (for a total of 25 countries). The strategic goals of the working
group is to 1) Foster two way engagement between ICANN and the community, 2) Build a strong and
competitive domain name industry in the region, and 3) Promote multi-stakeholder Internet
Governance mechanisms. The working group held its first face-to-face meeting in Dubai in early
March 2013, and had subsequent meetings at the ICANN meetings in Beijing, China in mid-April, and
then in Durban, South Africa in mid-July. The working group developed a 3-year strategy, and
devised a 1-year action plan. The group agreed to three strategic focus areas; i.e. 1) DNS Security

1 At the time the workshop took place, the moderator was affiliated with Jordan’s NITC. The moderator
later changed affiliation to join ICANN. The workshop proposal and this report is by no means connected
to the moderator’s current affiliation with ICANN.

2 Qusai Al-Shatti thankfully accepted a late invitation to join the panel of the workshop since the original
panelist, Mr. Ali AlMeshal from Bahrain Internet Society, had to cancel his trip to Algeria due to last
minute change in plans.
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and Stability, 2) Domain Name Industry, and 3) Internet Governance Ecosystem. Baher concluded by

mentioning that a task force focusing on Arabic Internationalized Domain Names (TF-AIDN) was
formed with the majority of its members from outside of the MESWG membership. He also
mentioned that another sub-group was in formation to work on issues related to capacity building,
and that a Middle East DNS Forum will be organized early next year.

The second panelist was Mr. Sarmad Hussein from the Al-Khawarizmi Institute of Computer
Science (KICS). Sarmad is leading the Task Force on Arabic Internationalized Domain Names (TF-
AIDN). The objective of the task force is to find solutions to technical issues to promote Arabic IDNs.
The scope of the work includes:

e Arabic Script Label Generation Ruleset (LGR) for Root Zone;

e Second level LGRs for the Arabic script;

e Arabic script Internationalized Registration Data;

e Universal acceptability of Arabic script IDNs;

e Technical challenges around registration of Arabic IDNs;

e QOperational tools for Arabic script IDN registry and registrar operations;
e DNS security matters specifically related to Arabic IDNs; and

e Technical training material around Arabic script IDNs.

Sarmad and the panelists agreed to officially announce the formation of the working group
during the workshop. Sarmad mentioned that 16 experts from 11 countries covering 9 Arabic script
languages will be working with the task force. The experts come from various backgrounds such as
from registry operations, IDNA/DNS, Unicode, law enforcement, and policy. They represent private,
public, academic, and community-based organizations. Sarmad concluded by making an open
invitation to those interested in joining the task force.

The third panelist to intervene was Mr. Ayman EIShirbeny from UN-ESCWA. Ayman gave an
insight on the policy development that has taken place at the UN-ESCWA since the turn of the
millennium. He mentioned that the UN-ESCWA has worked on projects related to IXPs, broadband
networks, Internet Governance, and Top-Level Domains. Ayman touched base on the Arabic Domain
Names and Internet Governance Team (ADNIGT) that followed closely developments in the New
gTLD program in an attempt to apply for TLDs representing the Arab region online; i.e. .arab and
«e.. The team was also responsible for discussing issues pertaining to Internet Governance and
how to develop regional IG fora for discussion. Ayman also touched base on the Arabic Script IDN
Working Group (ASIWG) and the various meetings that were held in an attempt to reach consensus
on using Arabic domain names across all languages of the Arabic script. Ayman also mentioned the
Arabic Script IDN RFP that was submitted to the IETF in 2010, and how it is widely used until today
by those interested in implementing Arabic script IDNs in their registry systems. Ayman finally talked
about the two New gTLD applications that were submitted to ICANN as part of the New gTLD
program of 2012; i.e. .arab and «_=. in collaboration with the League and Arab States (in its capacity
as the applicant of the string) and the UAE TRA (in its capacity as the Registry backend provider).





s

ARAB INTERNET GOVERNANCE FORUM

Algiers 2013 E Your ol el

The fourth and final panelist of the workshop was Mr. Qusai AlShatti from the Government
of Kuwait and the Kuwaiti Information Technology Society (KITS). Qusai is also a member of the
Global IGF MAG, as well as the chair of the Arab IGF MAG. Qusai spoke about his experience with the
global IGF MAG and how that had an effect on chairing the Arab IGF MAG. Qusai also mentioned
that his experience working on national projects in the State of Kuwait were of value in his
representation at the global IGF MAG, and at the same time his international experience and
network of contacts had a positive effect in promoting global developments in the IT and

Communications industry in his country. While being a civil servant, Qusai represents civil society in
the global IGF MAG.

After the panelists finished their interventions, the floor was open for comments and
feedback. The feedback was mostly from the Algerian civil society, and was about how Algeria
implements a similar strategy in developing its local Information and Communications Technology
developments.

The moderator of the session wrapped up the session by inviting all those interested in
being part of the MESWG or any of its task forces to contact the panelists.

<G>
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1) Marco Hogewoning, The RIPE NCC

2) Mohamed El Bashier, ICT Qatar.

3) Esam Abulkhirat, Deputy Director, National Information Security &
Safety Authority, Libya.

4) Abdelrezak Bensalem, Cyberlaw Judge, Algeria.

5) Hisham Ibrahim, Moderator, AFRINIC.

Oaladl) cpiantial) daild

The technical community is obliged to partner with LEAs to be
proactive against fraud and cyber crimes.

The relationship between LEAs and the technical Internet
community has improved over the last few years, due to finding
common ground on a number of issues.

The link between LEAs and CERTSs is still missing in the Arab
world.

On a national level Academia and Technical communities can
cooperate to combat cyber attacks, while on the International level
there are treaties that govern that cooperation such as the
Budapest convention as well as the Cybercrime convention in the
African region.

Combating Cyber crime has different dimensions: there should be
legislation and a mechanism to enforce it, there should also be a
way to create awareness and help people report infringements. At
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the end it comes down to adaptation and mitigation of the
problems.

- There is need to promote among LEAs the tools and mechanisms that
they can use to combat cyber crime as well as raise the end user
awareness of the issues and threats.

- There is need to create a pan Arab LEA similar to Europol to deal
with cross border cyber crimes.

- Currently there are bilateral agreements between Arab countries to
harmonize their cyber law, however there is need for an over-arching

forum for collaboration.
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