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Why this topic?

https://indianexpress.com/article/trending/bizarre/man-nearly-marries-wrong-woman-after-google-map-leads-him-to-wrong-address-7266380/
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Agenda

Digital Public Services The Trust Emerging Technologies Trust Through 

Emerging Technologies

Q&A
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‘Digital’ Public Services
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Digital Public Services

https://www.worldbank.org/en/programs/govtech/priority-themes
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Focus Areas

https://www.worldbank.org/en/programs/govtech/priority-themes
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Digital Government Strategy – South Australia
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Digital Strategy for Public Sector - Norway

One digital public sector, Digital strategy for the public sector 2019-2025, Ministry of Local Government and Modernisation, Norway
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“Governments of different creeds are struggling – and frequently 

failing – to meet the expectations of citizens, as evidenced by a 

lack of confidence in government institutions and events in 

recent political history. New thinking is needed  to address 

changes in technology, media, and public expectations.”

Eraneos, Doing Digital for Impact: Study on Digital Transformation in the Public Sector, Research Paper, Kings College London, 2022
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G20 – Digital Public Infrastructure

Accelerating the SDGs through Digital Public Infrastructure: A Compendium of the Potential of Digital Public Infrastructure, G20 Summit India, UNDP, 2023
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“The technology is often the easy part. It’s the humans, 

business processes and institutions that are hard.”

Eraneos, Doing Digital for Impact: Study on Digital Transformation in the Public Sector, Research Paper, Kings College London, 2022
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The Trust

Trust Digital Trust Importance of Trust in 

Digital Public Services
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What is Trust?

“A psychological state comprising the intention to accept 

vulnerability based upon positive expectations of the intentions 

or behavior of another.”

Rousseau, D.M., Sitkin, S.B., Burt, R.S. and Camerer, C. (1998) Not So Different after All: A Cross-Discipline View of Trust. Academy of Management Review, 23, 393-404. http://dx.doi.org/10.5465/AMR.1998.926617
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https://www.gslr-antiques.com/en/boutique/tableaux/kermesse-de-village-ecole-flamande-xviiie.php
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https://www.businesstoday.in/magazine/perspective/story/banks-as-insurance-brokers-will-improve-product-offering-131029-2013-08-26
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Quantifying Trust

𝑇 =
𝐶 + 𝑅 + 𝐼

𝑆

T = Trustworthiness

C = Credibility

R = Reliability 

I = Intimacy

S = Self-orientation
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https://www.inc.com/wanda-thibodeaux/people-trust-technology-to-be-honest-study-finds-here-are-big-implications-of-that.html
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(Human) Trust vs Digital Trust

Human trust is understanding what a person’s 

motivations are and believing they’ve got your back.

Digital trust relies on competence as well as intent.
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Digital Trust

Data is the new oil. Like oil, data is valuable, but if unrefined, it cannot really 

be used. It has to be changed into gas, plastic, chemicals, etc., to create a 

valuable entity that drives profitable activity. so must data be broken down 

and analyzed for it to have value.   --- Mathematician Clive Humby

Data is a unique asset that should be managed differently to 

preserve trust
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Data Lakes

Data lake – more data is 

exposed

Data Lakes – Covid 19  - 

vaccination records

National registries to 

support vaccine 

passport – major risk 

from a centralized data 

perspective
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Alternative System

Alternative approach – financial 

system

Visa/Master Card when presented 

to a merchant- transaction routed 

through the company to the Bank 

where the owner has his money – 

Merchant receives a yes/no 

response 

The merchant does not know how 

much money the cardholder has in 

his Bank and which bank it is

The card company knows the bank 

but doesn’t know how much the 

transaction is worth generally and 

not anything else because it is kept 

encrypted.

Vaccine data is distributed to 

people hands who collected it – 

hospitals – no massive data lakes – 

data is separated.

Data breach – rebuild trust by 

accountability – track where data 

goes – transparency – follow up 

with accountability

Smaller data leaks- attributable 

alternative
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Edelman Trust Barometer 2022, Special report: Trust in Technology
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Edelman Trust Barometer 2022, Special report: Trust in Technology
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Edelman Trust Barometer 2022, Special report: Trust in Technology
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WEF Digital Trust

How can leaders make better, 

more trustworthy decisions 

regarding technology?

Earning Digital Trust: Decision-Making for Trustworthy Technologies, World Economic Forum, Nov 2022
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WEF’s Digital Trust

Digital trust is individuals’ expectation that digital technologies 

and services – and the Organizations providing them – will 

protect all stakeholders’ interests and uphold societal 

expectations and values

Earning Digital Trust: Decision-Making for Trustworthy Technologies, World Economic Forum, Nov 2022
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Digital Trust Framework

The framework defines the 

dimensions against which the 

trustworthiness of digital 

technologies can be 

operationalized and 

evaluated.

Earning Digital Trust: Decision-Making for Trustworthy Technologies, World Economic Forum, Nov 2022
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Emerging Technologies
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Emerging Technologies - Definition

Evangelos Kalampokis, Nikos Karacapilidis, Dimitris Tsakalidis, and Konstantinos Tarabanis. 2023. Understanding the Use of Emerging Technologies in the Public Sector: A Review of Horizon 
2020 Projects. Digit. Gov.: Res. Pract. 4, 1, Article 4 (March 2023), 28 pages. https://doi.org/10.1145/3580603

Emerging technologies is a dynamic concept comprising an 

evolving list of ICTs that continuously reshape human action 

and interaction.

From an organization science point of view, emerging 

technologies do much more than automate and inform, 

thus posing a series of challenges that distinguish them 

from prior technologies.

Shutterstock
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Trust in AI

EY’s trusted AI framework 

emphasizes five attributes 

necessary to sustain trust:

How do you teach AI the value of trust?, Ernst & Young (EY)
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Achieving AI Trustworthiness

A multilayer framework for good cybersecurity practices for AI, The European Union Agency for Cybersecurity, ENISA, Jun 2023
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Trust through AI

Artificial Intelligence in the Public Sector, European Outlook  for 2020 and Beyond, EY
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Blockchain
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Features of Blockchain

https://www.researchgate.net/figure/Blockchain-Key-Features-24_fig3_333511632
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Trust in Blockchain

Inaccurate or Malicious Data

Governance Issues

Smart Contracts

Security

Legal Aspects



© Copyright ESCWA. All rights reserved. No part of this presentation in all its property may be used or reproduced in any form without written permission

Trust Through BC

https://blogs.worldbank.org/governance/blockchain-technology-has-potential-transform-government-first-we-need-build-trust
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Trust in QC

State  of Quantum Computing: Building a Quantum Economy, Insight Report, WEF, Sep 2022

Molecular simulation and discovery in materials 

science and biology

Optimization and risk management in complex 

systems

A bi-directional impact on existing technology 

areas such as AI, security and blockchain.https://gmo-research.com/news-events/articles/future-quantum-computing
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QC Use Cases in Finance

McKinsey & company, Quantum computing an emerging ecosystem and industry use cases, Dec 2021
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Trust Through QC

https://www.ibm.com/quantum/quantum-safe
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Public Services – Critical Infra: Zero Trust

- No standard  

definition

- Overlapping 

and 

contradicting 

definitions

- Not a silver 

bullet

- Not a single 

technology, 

product or 

service

- Not a one-

time task

- Not a one-

size-fits-all 

The 'Zero Trust' Model in Cybersecurity: Towards understanding and deployment, Community Paper, World Economic Forum, Aug 2022
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Zero Trust

- Philosophy or mindset to build a defensible security model 

encompassing a variety of different safety measures, 

capabilities, best practices and technological bricks.

- Shift in the security approach on how to dynamically and 

holistically establish trust with “an unknown”, whether a human 

or a machine.

- Principle-based and data-centric model that enforces 

continuous verification and visibility of trust based on risk. 
The 'Zero Trust' Model in Cybersecurity: Towards understanding and deployment, Community Paper, World Economic Forum, Aug 2022
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Zero Trust - Benefits

- More successful in stopping or 

limiting security events in contrast 

to the very structured but 

increasingly ineffective perimeter-

based security models

- A more structured and risk-

based approach

- Better protection of data and 

infrastructure

- Improved compliance with 

regulations and standards
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Zero Trust - Challenges

- Requires detailed 

inventory of applications, 

data assets, devices, 

networks, access rights, 

users and other resources

- Inevitably necessitates a 

change of mindset and 

needs support from all 

the stakeholders

- Requires financial and 

non-financial resources
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