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Agenda

• Data Security vs Data privacy 

• PIMS ( Privacy Information Management System)

• Introduction to PET ( privacy enhancing technologies) 

• Privacy challenges (Banking sector example)

• Exploring Privacy Global best practices Samples from Arab world
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Data Security vs Data privacy 
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Differentiating between 

Data privacy and Data Security

• Data privacy is the right of individuals to control how their 

personal data is collected, Stored ,used, and shared. It is 

about giving people the power to decide who has access to 

their data and how it is used.

• Data security is the protection of data from unauthorized 

access, use, disclosure, disruption, modification, or 

destruction. It is about keeping data safe from malicious 

threats.
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Data life Cycle
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Differentiating between:  

DPIA and PIA

• DPIA stands for Data Protection Impact Assessment. It is a 

process that organizations must follow under the General 

Data Protection Regulation (GDPR) to identify and mitigate 

the risks associated with processing personal data.

• PIA stands for Privacy Impact Assessment. It could refer to 

any assessment of the privacy implications of a project or 

activity. It ensures and enable privacy by design in an 

organization
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key principles

•  Proactive not reactive, preventative 

not remedial

• Privacy as a default setting

• Privacy embedded into design

• End-to-end security – full lifecycle 

protection

• Visibility and transparency 

Examples of technical and 

organizational measures include:

• Minimizing personal data processing.

• Minimizing personal data Collection.

• Anonymizing personal data.

• Ensuring transparency through policies.

• Implementing security safeguards

Privacy By Design
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The key differences between DPIA and PIA

Features DPIA PIA

purpose
To identify and mitigate the risks associated with 

processing personal data under the GDPR

To assess the privacy implications 

of a project or activity

Legal requirement

Required under the GDPR

Not required under any specific 

law, but may be required by other 

regulations or best practices

Scope

Specific to the processing of personal data

Broader and can apply to any 

project or activity that may impact 

privacy

Methodology

Structured and systematic approach

More flexible and can be tailored 

to the specific project or activity

Output

Document that identifies and mitigates the risks

Document that assesses the 

privacy implications of the project 

or activity
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PIMS 
( Privacy Information Management System)
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Definition of (PIMS) ISO/IEC 27701

Information security management system which addresses the 

protection of privacy as potentially affected by the processing of 

PII The privacy information management system (PIMS) is a 

system which makes it easier for organizations to control and 

manage people's personal data and their online identity by 

permitting them to allow, deny, or withdraw consent to third 

parties
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Definition of Management System

ISO defines a management system as a set of interrelated or 

interacting elements of an organization to establish policies and 

objectives, as well as the processes to achieve those objectives. 

Continuous improvement is central to a management system, the so 

called PDCA cycle
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PIMS relation with ISMS & other security standards
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The Structure of ISO 27701 Standard

Clause # 5 PIMS-specific requirements related to ISO/IEC 27001 

Clause # 6 PIMS-specific guidance related to ISO/IEC 27002 

Clause # 7 Additional ISO/IEC 27002 guidance for PIl controllers  

Clause # 8  Additional ISO/IEC 27002 guidance for Pll processors
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ISO 27701 Standard - Annexes 

A- PIMS-specific reference control objectives and controls (PII Controllers) 

B- PIMS-specific reference control objectives and controls (PII Processors) 

C- Mapping to ISO/IEC 29100 

D- Mapping to the General Data Protection Regulation 

E- Mapping to IS0/IEC 27018 and ISO/IEC 29151   

F- How to apply ISO/IEC 27701 to ISO/IEC 27001 and ISO/IEC 27002
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PIMS specific Guidance related to ISO 27002
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PET 
Privacy Enhancing Technologies 
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These are technologies that are designed 

to protect privacy while still allowing for the 

collection, processing, and use of personal 

data. 

PETs can be used to protect personal data 

at different stages of its lifecycle, from 

collection to storage to us

Privacy Enhancing Technologies 
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PETs Sample Technologies

• Data anonymization: This involves removing or altering 

personal identifiers from data so that it cannot be linked back 

to an individual.

• Cryptography: This involves using mathematical techniques 

to encrypt data so that it can only be read by authorized 

users.
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PETs Sample Technologies

• Pseudonymization: This is the process of replacing 

personal identifiers with artificial identifiers so that the data 

cannot be linked back to an individual.

• Differential privacy: This is a technique that adds noise to 

data so that it becomes more difficult to identify individuals.

• Secure multi-party computation: This involves allowing 

multiple parties to jointly compute a function on their data 

without revealing their individual data to each other.
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Challenges associated with PETs

• Performance: PETs can often reduce the accuracy or utility of 

data, which can make them less appealing to businesses and 

organizations.

• Complexity: PETs can be complex to implement and use, which 

can be a barrier to adoption.

• Regulation: There is no clear regulatory framework for PETs, 

which can make it difficult for businesses and organizations to 

know how to use them compliantly.
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Privacy Challenges 
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Privacy challenges 
(Banking sector example)



© Copyright ESCWA. All rights reserved. No part of this presentation in all its property may be used or reproduced in any form without written permission

Privacy Compliancy Challenge in banking sector
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Privacy Compliancy Challenge in banking sector
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Privacy Compliancy Challenge in banking sector

https://www.digitaldoughnut.com/articles/2020/februar
y-2020/consumer-data-privacy-and-kyc-clash-of-
compliance

https://www.finextra.com/blogposting/13427/kyc-
solving-the-regulatory-challenges-of-data-privacy
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GDPR fines 2020

France fined Google €50,000,000 in January 2019 for a 

lack of transparency and consent in advertising 

personalization.

British Airways got a steep £183,000,000 fine from U.K. 

regulators because of inadequate cybersecurity 

arrangements. Hackers stole 500,000 customer records 

from the B.A. website in June 2019.

In the U.S., the major Equifax data breach cost the 

company at least $575 million in penalties and fines. They 

lost 150 million personal and financial records due to an 

unpatched database vulnerability.
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Cost of non compliance 
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Cost of non compliance 
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Exploring Privacy Global best 
practices
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DAMA Data Management Framework 
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DCAM- Data Management Capability Assessment Model
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NIST Privacy Framework

IDENTIFY-P: Develop the organizational understanding to manage privacy risks for individuals 

arising from data processing.

GOVERN-P: Develop and implement the organizational governance structure to enable an ongoing 

understanding of the organization’s risk management priorities that are informed by privacy risk.

CONTROL-P: Develop and implement appropriate activities to enable organizations or individuals to 

manage data with sufficient granularity to manage privacy risks.

COMMUNICATE-P: Develop and implement appropriate activities to enable organizations and 

individuals to have a reliable understanding and engage in a dialogue about how data are processed 

and associated privacy risks.

PROTECT-P: Develop and implement appropriate data processing safeguards
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NIST Privacy Framework
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NIST Privacy Framework
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Global Best Practices 
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Global Best Practices 
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Global best practices 
Samples from Arab world
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KSA SDAIA Data Management & PDP Framework
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KSA SDAIA Data Management & PDP Framework



© Copyright ESCWA. All rights reserved. No part of this presentation in all its property may be used or reproduced in any form without written permission

KSA Personal Data Protection law & Implementation Regulation
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Egyptian  Personal Data Protection law & Cyber Crime Law
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