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ITU builds technical and human capacity in ICTs
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ITU is the United Nations 

specialized agency for ICTs.

Founded in 1865, it works to facilitate 

international communications, ensure 

seamless interconnections, and 

improve ICT access to underserved 

communities worldwide. ITU is 

committed to connecting all the 

world's people – wherever they live 

and whatever their means. 

Coordinating radio-frequency 
spectrum and assigning 
orbital slots for satellites

ITU Radiocommunication

Establishing global 
standards

ITU Standardization

Bridging the digital divide

ITU Development
193
MEMBER 
STATES 

+800
INDUSTRY & 

INTERNATIONAL
ORGANIZATIONS 

+150
ACADEMIA
MEMBERS

ITU works across three main areas:

WHAT IS ITU



G l o b a l  
C o o p e r a t i o n

S t a n d a r d i z a t i o n C y b e r  
D e v e l o p m e n t

ITU’s Role in Cybersecurity



The ITU Global Cybersecurity Index is a composite index that 
measures key aspects of state-level cybersecurity practices

The GCI is designed to:

✓ Drive awareness global cybersecurity

✓ Share best practices

✓ Drive continuous cybersecurity improvement

✓ Build capacity in ITU Members

Key Facts

First released: 2015

Country Participation in 2020: 169 (of 194)

Mentions in scholarly articles: >1 700*

Used in cybersecurity maturity measures by Oxford

Featured in: Forbes, India Times, Straits Times, World 
Economic Forum, among others
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ITU Global Cybersecurity Index (2017-2020)

What the GCI is

https://scholar.google.com/scholar?hl=en&as_sdt=0%2C5&q=%22Global+Cybersecurity+Index%22&btnG=
https://www.forbes.com/sites/daveywinder/2020/03/03/us-drops-from-5th-to-17th-most-cyber-secure-country-study-shows/
https://timesofindia.indiatimes.com/india-ranks-among-top-10-in-itus-global-cybersecurity-index/articleshow/83978228.cms
https://www.straitstimes.com/singapore/un-survey-finds-cybersecurity-gaps-everywhere-except-singapore
https://www.weforum.org/agenda/2022/08/africa-must-act-to-address-cybersecurity-threats/
https://www.weforum.org/agenda/2022/08/africa-must-act-to-address-cybersecurity-threats/


Commitment is measured in the five pillars of the Global 
Cybersecurity Index 
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Legal Technical Organizational
Capacity 

Development
Cooperation

169 
countries

82 
questions

20 
indicators

5 pillars
Overall 
scores



Compared to other 
ITU regions, the Arab 
region performance is 
average.

6

0

5

10

15

20

Legal
Measures

Technical
Measures

Organizational
Measures

Capacity
Development

Cooperative
Measures

Global Cybersecurity Index 2020:  Arab States region vs other 
regional performance 

EUR

CIS

ASP

ARB

AMS

AFR



As people come online, will they be cybersecure?

7

P
e

rc
e

n
ta

g
e

 o
f 

P
o

p
u

la
ti

o
n

 U
n

c
o

n
n

e
c

te
d

Smaller 
population of 
people online

Larger 
population of 
people online

Africa

Arab States

Americas

Asia Pacific

CIS

Europe

GCI 2020 Score (0-100)



8
https://blogs.microsoft.com/blog/2022/03/23/closing-the-cybersecurity-skills-gap-microsoft-expands-efforts-to-23-countries/



Performances across different pillars In Arab Region 
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Need of public awareness trainings targeting specific 
groups in Arab Region .
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Public cybersecurity awareness campaigns

Training in Cybersecurity for  Professionals

Develop or support any educational programs or academic curricula
in cybersecurity

Percentage of countries with cybersecurity programs

No programs Limited programs Comprehensive programs



In GCI 2020, less than 20% of countries in Arab States 
regions reported having:

 Sectoral CIRTs for the different critical infrastructures

 National Cybersecurity Strategy (many in a draft state or obsolete)

 Partnerships with the private sector

 National Cybersecurity Industries

Government incentives to promote the cybersecurity sector

 Cybersecurity related research and development
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Establishment of national 
CIRTs for the  5 countries 

with no CIRTs
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Strong coordination and 
cooperation, such as 
through a National 

Cybersecurity Strategy

Examples of tools to improve cybersecurity



tools to improve cybersecurity

Professional Trainings and 
capacity development
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Support cybersecurity 
professionals through 

educational programs in 
schools
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THANK YOU!
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