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Problem n°
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Problem n°2: Talent retention

HRWOI‘ld M News Leaders Speak Events Webinars Awards Brand Solutions More v Q
L

EMEA - SouthEast Asia * India

Employee benefits critical for talent
retention in evolving Middle East
workforce: Survey

In KSA, 78% of employees are considering changing jobs, with a similar sentiment shared by
74% of their UAE counterparts. Notably, women and younger employees in the 25-34 age

group are particularly proactive in exploring new career opportunities.
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Problem n°3: Sustainable efficiency
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Why Cybersecurity!?

Motivation n°I: Huge skills potential
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Why Cybersecurity?

Motivation n°I: Huge skills potential

Tar Economic Tives tech

English Editionv | 29 February, 2024, 09:50 AM IST | Today's ePaper

Facebook awards $1.98 million to researchers for
findings bugs in 2020

IANS « Last Updated: Nov 20, 2020, 12:45:00 PM IST

i unisia, and the United States were the top three countries based on bo@ded this year, Facebook said.
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Programs with open scopes
received 10xmore Pl X
vulnerabilities than those \ The government sector

with limited scopes. % : experienced a 151% increase {

| InNsIDE T\;“i
: - o |
in vulnerability submissions. PLATFOR!

The financial services and
government sectors offered
the highest median
payouts for Pl vulnerability

The most successful subrnissions.

programs were those that

offered rewards of $10,000

or more for Pl vulnerabilities. @
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Why Cybersecurity?

Motivation n°2
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#1 BugBounty in the Middle
East

i of all possible vulnerabilit

Register as a researcher Register as a company
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Why Cybersecurity!?

Motivation n°3

Global Cybersecurity Workforce Gap

3,999,964

ISC2 Cybersecurity Worksforce Study >
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Technology & Innovation for Arab Public
Institutions

Inflection point?

The Public Sector as:

I. an Early Adopter of Local
Solutions

2. atrust backbone for

building regional cooperation
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Towards an Arab Cybersecurity Strategy

Motivation

Sharing Threat
0l Information

Setting Common
Cybersecurity Body of
03 Knowledge

02 Creating 2 Domestic
Cybersecurity Marketplace
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Self-sufficiency
(in terms of skills)
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SUPERVISING THE ARAB CYBERSPACE

Digital sovereignty
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The Vision

“Towards a secure, safe, inclusive Arab society integrated into

the global digital economy empowering self-sufficient solutions
and expertise supporting digital confidence and trust within the

Arab cyberspace.”
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The Programmes

WP 8: Promoting the Local
Cybersecurity Industry and
Talent Retention

WP 7: Developing Unifying
Legal Measures

WP 6: Supporting Research
and Development in
Cybersecurity

WP 5: Enhancing the
Maturity if Institutional and
Administrative Structures
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WP 1: Development of a
Unifying Cybersecurity
Assessment Framework

WP 2: Promoting Training and
Awareness in Cybersecurity

WP 3: Establishment and
Development of a National
Arab CSIRT

WP 4: Promoting Compliance
to International Standards



The Arab Cybersecurity Strategy
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The Actions

WP 5: Enhancing the Maturity if Define cybersecurity assessment policies for
Institutional and Administrative institutions and administrations

Structures Compile assessment results and identify gaps
Elaborate a strategy to improve the
cybersecurity maturity of institutions and
administrations

Conduct continuous cybersecurity assessment
to implement a sustainable vision

Define cybersecurity assessment policies for
institutions and administrations

Compile assessment results and identify gaps
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The Actions

WP 6: Supporting Research and Develop a regional cybersecurity early
Development in Cybersecurity warning system

Promote the development of zero-trust
solutions to address regional problems
Facilitate research initiatives addressing the
protection of data management and data
mouvement

Organize regional cybersecurity conferences
Analyse the impact of the advent of quantum
computing on the secrecy of sensitive data in
the Arab Cyberspace
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Cysersecurity Contest
2023

ACC Competition encompasses four categories

CTF Competition for Arab CTF Competition for Arab Law Best Arab Research Award in Bug Hunting Competition

Corporate Teams Enforcement Authorities Cybersecurity

COUNCIL OF EUROPE

CONSEIL DE 'EUROPE INTERPOL
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Ongoin

pilot actions
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. Vulnerability/Patch
from upstream

WHITE PAPER

Towards a Unifying Vulnerability
Management Platform
for the Arab Countries

Open source
community 1

Open source
community N

Product B Product C Product N
[ pasons | pusanz | g

Coardination organization

Vulnerability

Vendor 1 Operator 1

Subsidiary 1 [  Subsidiary N

Vulnerability/Pr
oduct Patch

Vendor N Operator N

Vulnerability
1. Plenty of information for exchange

_ 2. Many upstream and downstream roles
Scanning tools/Security companie: 3. Complexity within the organization



Ongoing pilot actions
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Ongoing pilot actions
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% Arab Information and Communication Technologies
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Technology & Innovatic™ for Arab Public
Institutions

Cybersecurity as a Backbone /

@

1. Have the right skilled people in \
place to effectively plan, execute,
measure and optimize

technologies and digital systems. / > Identify ol the

appropriate approach according
3. Elaborate a global DT vision to the complex context in which
aligned with the enterprise digital the enterprise operates.

strategy rather than individual
isolated strategies for each —’ 4 Implem SR8l output of the

department. strategy gradually in order to

make it adopted by all the
stakeholders and maximize the
chances of success.
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