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The Decade of
Digitized Governments & Datafied Societies

A Regional View
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*Policy Research Dept. MBRSG (Fadi Salem)

Societal Datafication 2010-2023

ICT Penetration in the Arab World 2010-2023
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*Based on the dataset from Arab World Online 2017-2021 Digital Transformations and Societal Trends in
the Age of the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Societal loT Growth in the Arab Region

Personal Internet of Things (IoT) Growth in the Arab World 2010-2023

1,300
%]
c
S
s
1,100
By 2017, the 000 .

e Personal 10Ts (excl.
number of / Mobiles+Computers)
personal internet- /
connected

. 700
devices has //
surpassed
the number of o0 /
humans in the
Arab region
300
/ Personal 10Ts (incl.
4/ Mobiles+Computers)
100
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
-100

*Estimates based on The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Fast Growing Societal Readiness for Emerging Tech.

Readiness for Emerging Technologies
(Would you use any of the following digital technologies, if they become accessible and available to you today at reasonable cost?)

3D printing technologies T% 6% 17% 30% 40%
Virtual reality (VR) and augmented reality (AR) technologies 10% 11% 28% 29% 23%
Hobotics applications (for personal use) 14% 12% 24% 26% 25%
Driverless cars or autonomous vehicles (e.g. Tesla) 14% 12% 25% 27% 22%

“Blockchain™ applications (e.g. record management,

distributed ledgers, etc.) . o e e Sl
"Crypto Currencies" (e.g. Bitcoin) 11% 11% 31% 26% 22%
Drones or “unmanned aerial vehicles™ (UAV) 17% 14% 25% 21% 23%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

No Definitely Maybe Not Not Sure Maybe Yes Yes Definitely

*The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of

*Policy Research Dept. MBRSG (Fadi Salem) the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Digital Government in the Arab Region (2014-2022)
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The Rise of Al In the
Arab Region

Current State ASSes




Policy Makers’ Al Awareness in the Arab Region (regional Avg.)

HOW IMPORTANT IS EACH OF THE FOLLOWING TECHNOLOGIES FOR DEVELOPMENT IN THE COUNTRY IN THE
COMING 5 YEARS

[ Data analytics (e.g. including advanced analytics, visualizations)] 3% 19 5% 17% 73%
. 3%
Cloud computing 306 1% 21% 70%
[ Artificial Intelligence applications] 1%3% ™% 23% 65%
Internet of Things (IoT) (e.g. Industrial Internet of Things applications, IoT application for
1% 5% 11% 26% 55%
government and development)
Crypto applications (including FINTECH applications, NFTs, etc.) 7% 15% 30% 47%
Blockchain Block chain applications (e.g. identity management, DLTs, smart contracts, etc.) | 5% 5% 12% 32% 45%
Automation of manufacturing processes (e.g. robotics, automation applications) 5% 6% 15% 32% 42%
Emerging technologies in creative Industries: (gaming, publishing, arts, eSports, media,
.. . 4% 4% 17% 37% 38%
advertising, marketing, etc.)
Extended Reality: Augmented Reality / Virtual Reality 8% 13% 18% 31% 28%
3D Printing 5% 16% 18% 36% 24%
Not Sure Not Important at All Somewhat Not Important Neutral Somewhat Important Very Important

*State of Digital Development (Fadi Salem 2022)



Al Government Readiness in the Arab Region

Vision

Governance and Ethics
Digital Capacity
Adaptability

Digital Maturity
Innovation Capacity
Human Capital
Infrastructure

Data Availability

Data Representativeness

*Al Government Readiness Index 2023 (Oxford Insights)
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Actual Al Implementation in Government (Regional Avg.)

10.7% 34.8% 23.2% 20.5%

Not sure

No implementation — Al is yet to be discussed in the government

Emerging - There is yet to be any specific action but there are ongoing discussions

Medium the government has Al related strategies and plans in place, but no practical implementations

B High — the government is already implementing Al technologies and applications, either partially or entirely

*State of Digital Development (Fadi Salem 2022)



Actual Al Implementations by State of Digital Maturity (Arab Region)

Digital Maturity

High 14% 24% 28% 28% -

Medium 12% 65% 21% 3%

Low 20% 60% 20%

Not sure

No implementation — Al is yet to be discussed in the government

Emerging - There is yet to be any specific action but there are ongoing discussions

Medium the government has Al related strategies and plans in place, but no practical implementations

B High — the government is already implementing Al technologies and applications, either partially or entirely

*State of Digital Development (Fadi Salem 2022)



Generative Al Perceived Benefits in Government (ocaiieve)

Not sure 6%
Significantly harm government operations | 0%

Somewhat harm government operations I 2%

GENERATIVE Al

Neither benefit nor harm 4%

Somewhat benefit government operations 34%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

*Generative Al in Government (MBRSG 2024)



Generative Al Perceived Benefits in Government (ocaiieve)

Time Saving

835%

41%

Better problem
solving

*Generative Al in Government (MBRSG 2024)

Increase Increased quality Enhanced
productivity of work creativity

479 45%
36) 35%

Improved Reduction in Better decision-
communication repetitive tasks making

42% No benefits

4%

35%




However..... Massive Al Barriers in the Arab States

Bureaucracy: Complex and bureaucratic systems and processes
Strategy: No clear Al strategy

Organizational
Leadership: Leadership lacks understanding of Al uses and functions

Policies: Policies not aligned with Al implementation strategies

Data

Ava”.ab”lty / Data availability: Limited data availability
Quality /

Rep. Data quality: Low data quality (data available but not useful)

Culture: The dominant culture resists Al adoption

Regulatory & | Regulations: Al regulatory environment is unclear or difficult to navigate
Environmental :

Talent: Lack of Al-related talent and skills

Interoperability: Lack of interoperability with legacy technology

Privacy: Al applications trigger Privacy concerns

Usefulness: Al-generated insights/outcomes not useful

Awareness
ROI: Al solutions have limited return on investment

Risk: Al adoption exposes the country to unnecessary risks

Major Barrier Moderate Barrier Minor Barrier

*State of Digital Development (Fadi Salem 2022)
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The Societal Data (and Al) Governance Dilemmas

e e D e e el - Big data societal misalignment

s g K F 2
LY RS , :
e HReg ] () T{ ] - Unrestricted Mass surveillance
- [ . ST
ok 3 INT wl l . : e
R | dawy 1 Y e _‘-' - Wide-scale Privacy infringement
| —__.Idb(‘ ‘-?" L ." L (@ A
= A ‘ ' 2" - M f .
: 7/ "J 4 S0l ,' ’ .'Lm - - Misuse of data (Governments & Businesses)
178/ I

N A—c ., L ] ' w wu : s ALY - Misinterpretation of digital behaviors
\\l'l "oy |\ ? \f’ ), { s ] - ' . 4

| 5 o .'\,' LY { ; ‘.'

/) et (4‘,.‘, o t — V" - Safety dilemmas (Al causing harm)

: N A S8 Like ,".\‘ | g
R ) i '(i“L'C.a’ e Wk 01T AN o oo ML ~
SN T ar o 3 " e L0 | - Economic concerns (Al destroying jobs)
. ' ’.I n) ‘u '( ‘.0 -‘c '.. - - 4
Ve » | ‘ :,J"

- Bias and fairness (Automation / Algorithmic biases)

- “Black Box” / Explainability

- Faulty policy analysis Fadi Salem, 2023
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1. Mass Isublic Data Scraping and Retenti‘on (incl. LLM)
2. Behavioral influence (algorithmic nudging, Bl)
3. Profiling
4. Social Network Analysis
5. Sentiment Analysis
6. Frequency Tracking
7. Geo-tracking
8. Behavioral Analysis
9. Inter-linking Data sources
10. Predictive analytics

11. Misinformation tactics

3 12. Al Bots deplyments



1 in 2 Digital Leader in Arab Region

More Concerned about Privacy (comp. to 2 years earlier)

Internet Privacy (Arab Regional Avg.)*

Compared to 2 years ago, how concerned are you today about your online privacy?

32.61% 20.11%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
| Pri *%
EMore Concerned today ~ wNo change  wLess Concerned today nternet rrvacy
Digital Maturity
veryvion |55 zsenid
Hioh 220l zsan ]
e | 0% LE
Low SOs o] 2010 | iz

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

@ More Concerned today 1 No change  ulLess Concerned today

**State of Digital Development (Fadi Salem 2022)



Specific Public Concerns about Al

In the Arab Region

Artificial Intelligence Concerns

Privacy: e.g. when Al facilitates infringement of privacy

Safety: When Al appications causes accidents _ 53%
4

Ethical: e.g. when machines cause loss of life 51%

Abuse of power/authority: e.g. use of Al in public policy

Economic: e.g. when Al causes loss of jobs _ 46%

8%

71%

59% of internet
users in the

Arab region are
concerned about
Al applications in
general

*The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Public Autonomous Vehicles Concerns in the Arab States

Safety: e.g. may threaten roads public safety _ 61%

Economic: e.g. may threaten certain jobs 42%

Ethical: e.g. causing ethical dilemmas about accidents 3424

Privacy: e.g. allowing infringement of privacy

[}
by car manufacturers 29%

SOURCE: *The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of the 4th Industrial Revolution:
https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832



https://papers.ssrn.com/sol3/Papers.cfm?abstract_id=2911832
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UAVs and Drones Concerns

63%

Safety: e.g. may threaten public airspace safety

Abuse of power and authority: may facilitate 482,
mass surveillance and other abuses of power “

Privacy: e g. infringement of privacy with cameras 42%

*The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Public Concerns on Existing Government Al Practices

14%

-
Y

paid users of social media

Geo-tracking: Tracking geographic location and movement using social
media

Linked Data: Linking social media data with other sources of personal
data (e.g. phone data)

Behaviors Analysis: Tracking personal behaviors on social media

[ Bots: Trying to influence your views by using social media “chatbots" or }

20

2

HH
3
!

7

Prediction: Predict your future behaviors or activities based on your
social media data

Frequency: Tracking frequency of your use of social media

3
&

16%

7
:

Sentiment Analysis: Analyzing “sentiments” on social media (e.g. if
you're happy, unsatisfied, angry, etc.)

Social Network Analysis: Identify social groups you belong o in society
through analyzing networks of people you interact with

Profiling: Classifying your profile based on social media behaviors 152

A

o

&

Public Data: Capturing and storing public social media data

:

%
&

s

%
oilbBuneews

Trend Anslysis: Analyzing general trends based on publicly available

social media data 17%

-
E
i

Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com



http://www.arabsocialmediareport.com/

Artificial Intelligence-based “Bots”, “chatbots™ or “social bots”
(What is your opinion about the following practices and uses of “chatbots” by businesses, governments or other entities?)

Customer Service “Chatbots™: Bots that operate automatically online
to provide customer support services (e.g. chatbots on shopping 6%
websites, government websites)

25%

Commercial Marketing “bots”: Chatbots that operate automatically

Le?
online for marketing products or services (e.g. bots by retail companies) 155

“Virtual Personal Assistant” bots: Al-based chatbots that deliver
personal services for a single user (e.g. Apple’s Sir, Google Assistant, 9% 15%
Amazon Alexa, Microsoft Cortana, Samsung Bixby/S Voice, etc))

Telephone bots: Al voice recognition bots that provide services over

(o]
the phone or internet voice channels 155

Gaming “bots™: Bots operating on gaming platforms (e.g. bots that
operate gaming characters targeting users for profit)

Political “bots” online: Chatbots that operate automatically on social
media or other platforms pushing specific political views, supporting 39% ]
or attacking individuals, positions or countries
o | Strongly Reject This | Reject This, But | See Some Value | dont care
| Support This But | Have Concerns O | Strongly Support This Without Concerns

*The Arab World Online 2017-2021 Digital Transformations and Societal Trends in the Age of the 4th Industrial Revolution: https://papers.ssrn.com/sol3/Papers.cfm?abstract id=2911832
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Generative Al Concerns in Government (local view)

Data concerns: Limited data quality, data availability, data representativeness | I -2

Validity concerns: The outcomes of the these applications are not accurate or valid for I
(o]

our uses

Ethical concerns: Bias in the data used to train or develop these Al applications | I IEIENEGNGNGNGEEEEEEEEEEEEEEEEEEEEE 2o

Legal concerns: Using these applications may have legal implications for the user (e.g. IP I 3o
(o]

infringement, illegal uses, etc.)

Potential for harm: Generative Al can be used for malicious purposes (e.g. Y
(o)

misinformation)

Language concerns: e.g. Limited quality in Arabic language Generative Al tools || IINGEGEGEEEEEEEEEEEEEEEEEEEEEEEEEEE 5%

Unintended consequences: The use of Generative Al tools may have unpredictable N 2o
(o)

negative outcomes

Capacity concerns: Limited expertise and talent in areas related to Al | NN 0

Human Resources Concerns: Uses of Generative Al applications can negatively affect I
employment or jobs 3

Environmental concerns: The use of Generative Al tools uses too much energy and harms . o
. (v]
the environment

0% 10% 20% 30% 40% 50% 60%

*Generative Al in Government (MBRSG 2024)
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1) Flawed Representation

Language Breakdown of Social Media Users in Arab Region

Arabic Language: Percentage of Facebook Users in the Arab States Who Use Arabic Out of
Total Users

1002 g2 1g7 42
148 100 83 I

80%
B0 53?4
T0% 13_5
6090
50% 5.8 . 2014
40%
30% -_ . 2016
-G.3
209%% =e
0%
‘*’ .:P &‘*’ & &“’ &
ﬁ = L& F S

| %) ‘;p‘gl x?ﬁ ’{"bﬁ?-ﬂ

Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com
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Flawed Representation (contd.)
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Age Breakdown of Social Media Users in Arab Region

50.8%

=
!|||

51.2%
55.1%
55.7%

&
£

57.6%
58.2%
61.4%
62.3%
65.8%
68.6%
£9.1%
69.2%
T0.2%
T0.7%

72.1%
72.2%
T4.2%

B2.8%

42.4%

41.8%

38.6%
37.7%
34.2%
31.4%
30.9%

29.8%

29.3%
27.9%
27.8%

R
E

&

&

10% 20% 30%

. 15-29 Years (%)

40%

0%

¥

0%

0
=
@
[
=]
s
i
-
t
g

80%

g

1

=

%o



Flawed Representation (contd.)
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The Persistent Social Media Gender Gap

World
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Gulf / UAE /%
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2) False Information:

What False Information do you Usually Provide on Social Media? (out of respondents who said
they provide false information)

When using social media, do you provide false personal
information {gender, name, age, tc.)7?

Praler not 1o

say, 9.24%
FALSE info on SOME social —— a
media platforms, 9.58%

60.9% _— i
FaLEE info on ALL social
madia platiorms, §.14% ACCURATE info on ALL
my social media
platfarms, 7E.04%
39 8%
35.1%
17.3%
13.0%
4. 9%
Mame Age or birthday Looation, city or Social statue {e.g. Gendear Other personal
country married, singla) info

L Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com
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3) False Metadata (e.g. Geolocation):

When using social media (on mobile or other devices), on which platforms do you allow
location-based services (e.g. GPS)? (out of respondents who said they Enable location services)

— |

Do you usually allow location-bazed services (GPS and

other location =ervices) when u=zing social media appa?
Mot Awares
B 4%
% EMABLE on ALL
21.2%
DISABLE on ALL
43.1% 31.9::' N
I Enable an SOME
BB 5%
30925
1209
. 4.2% 41% 4.6%
L D
Map-based Apps Multi-purpose Photo sharing Microblogging Social gaming Cither social
{Foursquare, =zocial media apps (Instagram, apps (e.g. apps (e.qg media apps or
etc.) apps (Facebook, Pintrest, etc ) Twitter) Pok&mon o) platforms
Google+)

L Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com



http://www.arabsocialmediareport.com/

4) Modes of Expression (LLM / Generative Al limitations)

How Do You Usually Express Your Sentiments or Views When Using Social Media (e.g.
satisfaction, happiness, disapproval, anger, etc.)?

75.8% I
49.7%
29.1%
25.9% 23 0%
19.9%

O ap an -

Click on Emoticons,
buttons [e.g.

Arabic text English/

Internet Mix Arabic  Hashtags Transliterations Other ways
emoji or [eg. Frenchtext  slangs or and other [e.g#fail] of Arabic in
“Like" or “smileys”, “all” “Luny] [eg. “cool, “lolspeak™  language Latin
“Favorite”] [e.g. ) or :-D] “sad’] [e.g. LOL, [eg. “gh characters (e.g.
Dair, aggm, lol"] gameel)
| ISA

Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com
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5) Restricted / Self-censored Societal Data

When Unhappy or Unsatisfied with a Government Policy, How do You Usually Express Your
Views on Social Media?

. I openly express my opinion directly
. | self-censor my comments and expressions
. | use sarcasm in my comments A9

| indirectly imply my opinion

11%
Other ways

. I prefer not to say

Source: Arab Social Media Report (2017), MBRSG www.ArabSocialMediaReport.com
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6) The Rise Synthetic Data and Al-Generated Web Content
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Source: Image created by DALL-E 3 prompted to “create a picture of self reinforcement loop”



Overcoming Al’s Barriers in
the Arab Region



Principles of Digital Governance

Digital
o capacity —

Private Sector

Partnerships —— Participation

Interoperability

Collaboration (Policy, Institutional and
Digital Government R
] ' Principles ‘ T
Leadership Openness

Privacy and Data
Security governance

*UN E-Government Survey 2014-2022



Data Governance: The Key Foundational Priority for the Arab Region's

Al Journey

Figure 1.4 Data governance layers at the national and international levels

N\

Infrastructure
policies

. J
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Economic
policies
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Source: The World Bank WDR 2021

National

* Universal coverage of broadband
networks

* Domestic infrastructure to exchange,
store, and process data

« Safeguards to secure and protect
data from the threat of misuse

» Enablers to facllitate data sharing
among different stakeholders

« Antitrust for data platform businesses
* Trade in data-enabled services
« Taxation of data platform businesses

+ Government entibies to oversee,
regulate, and secure data

+ Other stakeholders to set standards
and increase data access and reuse

International

« Global technical standards for
compatibility of hardware and software

* Regional collaboration on data
infrastructure to achieve scale

« Cybersecurity conventions for
coliaboration on tackling cybercrime

* Interoperability standards to facilitate
data exchanges across borders

« International tax treaties to allocate
taxation rights across countries

* Global trade agreements on
cross-border trade in data-enabled

services

* International organizations to support
coliaboration on data governance and
promote standardization

« Cooperation on cross-horder regulatory
spiflovers and enforcement issues

.‘{J-
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e *
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. 3
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Al Ethics Principles, Guidelines

and Regulations

« 100+ Al Ethics principles globally -

key thematic trends:
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10. Algorithmic bias ai
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The Delicate Balance towards
Responsible Al Governance

Privacy Security
Individual rights Society’s safety
Innovation Flow Regulation
Utility-maximizing Risk-view
Public Value Economic Growth

Controls
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